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1 O01me moJ10KeHus

Pabouas mporpamma mucruminabl «MHDOpMaIoHHas 6€30MacHOCTh PACIPEICICHHBIX
MH(POPMAIIMOHHBIX CHCTEM» COCTaBJICHAa B COOTBETCTBHU C TpeOOBaHUSAMH (erepaabHOro
rOCyJapCTBEHHOTO 00pa30BaTEeNLHOIO CTaHIApTa, YTBEPXKAEHHOTO MpHKa3oM MuHHCTEpCTBa
oOpa3oBanus U Hayku Poccuiickoit ®@eneparuu ot 01.12.2016 Ne 1509, u obpa3oBaTenbHO
IPOrpaMMBbI MIOJITOTOBKH CTEMAINCTOB «upopmanonHas 0e30macHOCTh
aBTOMaTu3upoBaHHbIX  cuctem» (10.05.03) ypoBeHb cHenuanuTeTa, CHEIUATH3ALUS
«Obecreuenne nHGOPMAMOHHONW O€30MaCHOCTH PAaCIPEACTICHHBIX HHPOPMAIIMOHHBIX CHCTEM) .

3amaun O3HaKOMHTH CTYJICHTOB C MOPSAKOM CO3JaHHUS MH(POPMALMOHHBIX CUCTEM Ha
AUCIATIINHBI b6aze APM, B 3sammmendHoM wucnogHeHun. OBlageHHE OCHOBHBIMH
TEOPETHYECKUMH W  NPAKTUYECKUMU HaBbIKAMH  IIPOCKTHPOBAHHUSI U
9KCIUTYaTallMi pacupeIeIeHHbIX HH(OPMAIIMOHHBIX CUCTEM
OcHoBHBIE 1. Teoperuyeckre OCHOBBI MMOCTPOECHMS 3ALUIICHHBIX PacHpeleleHHbIX
pasiensl / TeMsl MH(OPMAIIMOHHBIX CUCTEM.
AACTIATLTAHBI JIaGopaTopHbIE ACIEKTHI MOCTPOEHHS 3AIIUIIEHHBIX PACIpPEIEIEHHBIX
MH(OPMAIIMOHHBIX CUCTEM.

2 IlepeyeHb MIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHHUS MO TUCHHILINHE (MOIYJIIO),
COOTHECEHHBIX C IVIAHUPYEMbIMH pe3y/bTaTaMu 00pa30BaTe/IbHOM NPOrpaMMbl

[Tpontecc m3yuenus aucrurinabl «MHpOpManmonHas 6€30MacHOCTh pachpeIeIeHHBIX
WHPOPMAIIMOHHBIX CHUCTEM» HampaBieH Ha (OpMUpOBaHHE CICIYIONUX KOMIIETCHIUH B
cootBeTcTBUU ¢ DI'OC BO 1 0cHOBHO# 00pa3oBaTebHOM mporpaMMoii (Tadbmmma 1):

Tabmuma 1 — KomnereHun v niaaHupyeMble pe3ynbTaTbl 00y4eHUs 110 AUCLIUIIINHE

HanmenoBanue u
mudp KOMITETCHIIUH,
B OpMUpPOBAHUH

[Tepedenn hopMHUpPYyEeMBbIX 3HAHUH, YMEHU, HABBIKOB,
MPETYCMOTPEHHBIX 00pa30BaTEIbLHON TPOrPaAMMO

[lepeyensr 3HaHmit (C

[lepeuenp ymenwuit (c

Hepequb HaBBIKOB

KOTOpO# IPUHUMAET | yKa3aHWeM Inudpa) yKazaHueM mudpa) (c yKa3aHueM
ydacTue AUCHUILINHA mudpa)
CIOCOOHOCTBIO 31(I1K-2-2) 3Hath | Y1(IIK-2-2) mertoasr | H1(ITK-2-2)
CO3/1aBaTh U | crienupuKy 3a1ad | 1 Cpe/CcTBa | METOJJAMH CHYKCHUS
WCCIIEZIOBaTh MOJICIIH | MATEMaTHYECKOTO OTIpe/IeIICHUS BEPOSTHOCTH
ABTOMATH3UPOBAHHBIX | MOJICITUPOBAHHS B | TEXHOJIOTHYECKOM BO3HUKHOBCHUS
cuctem (TTK-2) ABTOMATH3UPOBAHHBIX | O€30MACHOCTH yrpo3  BbI3BAHHBIX
crcremMax (YHKIIMOHUPOBAHUST | OMIMOKAMHU Ha dTare
pacrpeeieHHO U NPOEKTUPOBAHUS
UH(POPMAIMOHHOM pacrpeeieHHbIX
CHCTEMBI UH(POPMALMOHHBIX
CIOCOOHOCTBIO CHCTEM
y4acTBOBATh B | 31(TIK-22-2)  3mate | YI(ITK-22-2) H1(TIK-22-2)
¢dbopMupoBaHUU TpeGoBaHuUs K | IPUMEHSATH pa3paboTku
MOJIUTHKH aApPXUTEKType HOpMAaTHBHBIE JOKYMEHTallul MO
MH(GOPMALMOHHOM UH(POPMALMOHHBIX JOKYMEHTBI IO | CTaHJApTH3ALNH,
0€301acHOCTH cucTeM u UX | METpOJIOTHUH, METPOJIOTUU U
OpraHu3aIluu U | KOMIIOHEHTaM IUISL | CTAaHJApTH3AlMM | | CepTUUKALIIH
KOHTPOJUPOBATH obecrieueHUs cepTU(HKAIUN
3G (dEeKTUBHOCTE €€ | OE30IMacCHOCTH
peanuzanuu (I1IK-22) | hpynakumonuposanust




3 MecTo AMCHUILUIMHBI (MOYJI51) B CTPYKTYpe 00pa3oBaTeIbHOI
NPOrpaMMblI

Hucuurummaa «MHopManmonHas 6e30MacHOCTh paclpeneeHHBIX HH(POPMAIMOHHBIX
cucreM» uzydaercs Ha 4 Kypce B 8 cemecTpe.

JucuuruiiHa BXOOUT B cocTaB Onoka | «/lucuurusasl (MOAYJIM)» U OTHOCUTCS K
TMCHIUTIIIMHAM T10 BBIOOPY.

Hucummummna «HMHpopmanmonHas 0e30MacHOCTh PACHpPECNICHHBIX HH(POPMAIMOHHBIX
CHCTEM» OCHOBBIBACTCS Ha 3HAHMIX, YMEHHUSX W HAaBBIKAaX, MOJYYEHHBIX IPH H3YUYCHUH
JTMCUUIUIAH TI0 BBIOOPY: «AIMHHUCTPUPOBAHUE paCIIpeIeICHHBIX HH(POPMAITHOHHBIX CUCTEM»

4 O0BbeM TUCHUITHHBI (MOAYJIsI) B 3a4€THBIX eIMHUIIAX C YKA3AHUEM KOJHYECTBA
aKaJeMHYeCKHX YaCOB, BbIJIEJEHHBIX HA KOHTAKTHYIO PadoTy 00y4yarommxcsi ¢
npenoaaBarteseM (1Mo BHIaM YU4eOHbIX 3aHATHIT) H HA CAMOCTOAITEIbHYI padoTy
o0yuyarimuxcst

OO0mas TpymoeMKOCTh (00beM) TUCIUILINHBI cocTaBiseT 6 3.e., 216 akay. gac.
Pacrnipenenenne o6beMa qUCHMILINHBI (MOTYJIs1) 110 BUJAM YU4E€OHBIX 3aHATUI

MpesICTaBjIeHO B Tabiule 2.

Tabnuma 2 — O6beM TUCHUIUIMHBI (MO1YJIS) IO BUJIaM Y4EOHBIX 3aHSITHH

Bceero
O0bemM TUCUMITIMHBI aKaJeMUYeCKUX
4acoB
OO61ast TPYA0E€MKOCTh IUCHUTITHHBI 216
KonTakTHasi aynuropHasi padora 00y4alouuxcs ¢ npemnojgaBaresieM 64

(o BuIaM y4eOHbIX 3aHSATHII), BCEro
B Tom yucne:

3aHATHS JeKIHOHHOTO THNA (JICKIIUU ¥ UHBIC YIcOHbIC 3aHATHS,
MpeAyCMaTPUBAOIINE TPEUMYIIIECTBEHHYIO ITepeaaqy yueOHon 32
nH(pOpMaIUK NeJarorndeCKUMH paOOTHUKAMU)

3aHSTHS CEMHHAPCKOTO THIIA (CEMUHAPHI, IPAKTHYECKHUE 3aHATHS,
MPaKTUKyMBI, Ja00paTOpHbIE pabOThI, KOJUIOKBUYMBI U UHBIE 32
AHAJIOTUYHBIC 3aHSTHUS)

CamocrosiTesibHasA padoTa 00y4aIUXcs H KOHTaKTHasi padora,
BKJTIOYAOIIAs TPYIIOBBIC KOHCYJIbTAIIMH, HHAUBUAYAIBHYIO pPaboTy
00y4arIuXxcs ¢ MPernoaaBaTesiMi (B TOM YKCIIC WHIAWBH Ty aIbHbIC 116
KOHCYJIbTAIIMH); B3aUMOJICHCTBHE B 3JICKTPOHHOM HH(POPMAIIMOHHO-
00pa3oBaTelIbHOU CpeJie By3a

[IpomexyTouHas aTTecTanus 00yJaromuxcs — DK3aMeH 36




5 Coaep:xkanune TMCUMINIMHBI (MOLYJIs), CTPYKTYPHPOBAaHHOE 110 TeMaM (pa3aejam)
€ YKa3aHHeM OTBEJACeHHOr0 Ha HUX KOJIMYeCTBA aKaJeMH4YeCKHUX YaCOB U BUJ0B
y4eOHoii padoThI

Tabmuma 3 — CtpykTypa u coAepKaHue JUCIUILTAHBI (MOTYJIs)

IInanupyemsele
(KOHTpOIHUpYEMEIE)

HaumeHnoBanue Tpyno pe3yJIbTaThl
®DopmMma
eMKOC OCBOEHHSI

Kommonent
pas3zenoB, TeM H
y4eOHOr0 TUIaHa MPOBEJICHUS
co/iep;KaHue Matepuaia Tb, 4 Kowmmer | 3nanus,

CHIITH YMECHUA,
HaBBIKH

Pazaen 1. Teopernueckue OCHOBBI MOCTPOEHHS 3AIMUINEHHBIX pacHpeneieHHbIX WHPOPMAIOHHBIX
CUCTEM

HopmartusHsbie Jlexuus 3 TpaauuuoHHast [K-2 31(TIK-
JTOKYMEHTBHI 110 2-2)
METPOJIOTHH,

CTaH/IAPTH3AIUH 1

cepTu(UKAINH

MIPOrpaMMHBIX U
aIapaTHbIX CPEACTB

3aIUTHI
denepanbHBIC OpraHbI Jlexmus 4 HHaTepakTuBHas IK-2 31(ITK-
HCIIOTHUTEIbHON (pe3eHTarMs) 2-2)

BIIACTH M UX
TpeOOBaHUS 110
MOCTPOCHUIO
3aUIIECHHBIX
pacrnpeneneHHbIX
HH(POPMAITHOHHBIX
CHCTEM

TpeboBanus u Jlexrus 5 HHTepaKkTHBHAS I1K-22 31(IIK-
PEKOMEH JaIiH 110 (npe3eHTarms) 22-2)
MOCTPOCHUIO
HH(POPMAITHOHHBIX
CHCTEM B BUJIC
M30JTUPOBAHHBIX
pabodnx mMecTt

OpraHu3anuoHHO- Jlexrus 4 TpamurionHas [1K-22 31(TIK-
pacropsauTeabHas 22-2)
JTOKYMEHTALUS 110
o0ecTieueHno
“H(OPMaIMOHHOM
0e30IacHOCTH
pacipeneneHHbIX
UH()OPMAITMTOHHBIX
CHCTEM

Hacrpoiika JlabopaTtopHas pabota 16 TpamuuuoHHas [K-2-2 | HI(TIK-
3alUIIEHHBIX KAHAJIOB 2-2)
JI0CTYTIA B
pacrpeeeHHbIX
HH(OPMAITHOHHBIX
crcTeMax




IInanupyemsele

(KOHTpOJHPYEMBIC)
Haumenosanue KOMIIOHEHT Tpyno Dopma pe3yNbTaThl
pa3zenoB, TeM U eMKOC OCBOCHHUS
y4eOHOro TuIaHa MPOBEICHHUS
CoZIEpKaHue MaTepuasa Tb, 4 Kommer | 3nanus,
CHIIMU YMCHUA,
HaBBbIKH
Texymmii KOHTPOJb MO pa3geay 1
Hroro mo pasaeny 1 Jlekruu 16
JlaGopaTopHbie 16
paboThI
CamocrosTenbHas 58
pabota
CamocrosTenpHas 4 OcBoeHue [K-2 YI1(IIK-
pabota obyuarommxcs JJIEKTPOHHBIX 2-2)
(moaroroBka K MaTepHAJIOB 110
71a00paTOPHBIM JUCIIUILIHHE,
3aHATUSIM)
CamocrosTenpHas 4 UYrenne ocaoBHou | [1K-22 | VI(IIK-
paboTa 00y4JaromuXxcs u 22-2)
(n3yuenue JTOTIOTHUTETEHOMN
TCOPETUYCCKUX JINTEPATYPhI,
paszzenoB KOHCITIEKTHPOBAHH
JIACITATIITITHBI) e
CamocrosTenpHas 50 Yrenne ocaoBHo# | [TK-2 YI1IIK-
pabora 00yJaroIuXxcs u IK-22 | 2-2)
(moxroroBka u JTOTIOTHUTEITEHOM V1(IIK-
ohopmienne PI'P u JIUTEPATYPHI, 22-2)
KP) KOHCIIEKTHPOBAHHU

e, oopmiIeHHE

Paznen 2. JlaGopaTopHbIe acleKThl MMOCTPOEHUS 3alUINEHHBIX pacHpereeHHbIX HH()OPMaIOHHBIX

CHUCTCM.

HNudopmarmonnsie
CHCTEMBI KaK
COBOKYITHOCTb
pacrnpeneneHHbIX
ABTOMATH3UPOBAHHBIX
pabouux mMecT
00BEINHEHHBIX B
JIOKaJIbHBIC
BBIYUCITUTEIBHBIC CETH

Jlexmus

5

MHTepakTrBHAs
(pe3enHTarms)

MK-2 | 31(TIK-

2-2)

Merons! u cpeacTna
3aIUTHI
MH()OPMAITHOHHBIX
CHCTEM C JIOCTYIIOM K
r1o0aIbHOM CeTH
UH(POPMALTMOHHOTO
obmena Internet

Jlexnusa

TpaguuuoHHas

TIK-22 | 31(TIK-

22-2)

MexcereBoe
SKpaHUPOBAHHE U
CUCTEMbI OOHapYXEHHS
U NIPEeOTBpAICHUS
BTOP>KEHUU, CUCTEMBI
YIIIyOJIEHHOTO aHAIHM3a
TTaKETOB

Jlexus

TpaauumoHHas

MK-2 | 31(TIK-

2-2)




IInanupyemsele

(KOHTpOJHPYEMBIC)
HaumenoBanue KOMIIOHEHT Tpyno Dopma pe3yabTaThl
paszenos, TeM 1 eMKOC OCBOCHHS
y4eOHOro TuIaHa MPOBEICHHUS
CoZIEpKaHue MaTepuasa Tb, 4 Kommer | 3nanus,
CHIIMU YMCHUA,
HaBBbIKH
Onucanue Jlexmust 3 TpanuionHas I1K-22 31(IIK-
WH(POPMAITMOHHBIX 22-2)
CHCTEM B COOTBETCTBHHU
c OSI. Ucnonb3oBanue
IIUTI030B JocTyma, SSH,
SSL.
Ucnonbp3oBaHue JlaboparopHas paboTa 16 Tpaguuponnas [K-22- | HI(TTK-
LIUTIO30B JIOCTYTIA B 2 22-2)
pacrnpeneneHHbIxX
WH(POPMAITMOHHBIX
cucTeMax
Texymmii KOHTPOJb MO pa3aery 2
Hroro mo pazaeny 2 Jlexunn 16
JlaGopaTopHsbie 16
paboTEI
CamocrosTenbHas 58
pabora
CamocrosTenpHas 4 OcBoenue [K-2 YI1IIK-
pabota 00yJaroIMXCs 3JIEKTPOHHBIX 2-2)
(TToaroToBKa K MaTepraoB 110
71a00paTOPHBIM JHCIUTUIHE.
3aHATHUSM)
CamocrosTeabHas 4 Urenue ocuopHon | [1K-22 | V1(IIK-
pabora 00yJaroIuXxcs u 22-2)
(n3yuenune JIOTIOJTHUTEITLHON
TEOPETUIECKHX JUTEPATYPBI,
pasnenoB KOHCTIEKTHPOBAHH
JACITATIITITHEI) €
CamocrosTeabHas 50 Urenue ocHopuon | I1K-2 VI1(IIK-
paboTa o0yUarommxcs u IK-22 | 2-2)
(moxroroBka u JTOTIOTHUTEITEHOM V1(IIK-
obopmienue PT'P, JIMTEPATYPBI, 22-2)
coOecenoBaHme) KOHCIIEKTHPOBAHH
e, opopmIiIeHne
IIpome:xxyTouHas aTTecTAIUS 1O TUCIUILINHE 36 OK3aMeH [1K-2-2
B 8-M cemecTpe I1K-22-
2
HUTOT'O no Jlexuun 32 - - -
AUCHHUILVINHE B 8-M JlabopaTopHblie 32 - - -
cemecTpe paboTH
KonTpons 36
CamocrosiTenbHas 116 | - - -
pabota oby4aronxcs

HUTOI'O: obmiast TpyA0EMKOCTh JUCIUILTUHBI 216 yaca




6 BHeayauTopHasi caMOCTOsITeIbHAs Pa00oTa 00yUYAIOIIUXCS MO TUCHUIIHHE
(Moay.110)

[Ipy  TUTAaHUPOBAHMM  CAMOCTOSITETHHOW  PabOTHI  CTYACHTY  PEKOMEHIYETCS

PYKOBOJICTBOBAThCS CIICAYIOIIMM paclpeJelieHHeM YacoB Ha CaMOCTOSATENBHYIO padoTy
(Tabmuua 4):

Ta6uuia 4 — PexoMeHiyemMoe pacrpeieJICHUe 4aCoOB Ha CAMOCTOSITEIbHYIO paboTy

KoMnoHeHTBI caMOCTOSITEJIbHOM PadoThI KosmuecTBO 4acoB
N3ydeHne TeopeTHdeCKUX pa3iesioB I CIUIUIMHBI 8
HOHFOTOBK& K 3aHATUAM CCMHUHAPCKOI'o THUIIA 8
[ToaroToBka m odopMieHHE KOHTPOJBHOW paboThl, paboTa HaL 100
KypCOBOM paboTOi
116

7 OueHoYHBbIE CPeICTBA /sl NPOBe/IeHUs] TEKYIIero KOHTPOJIA
U MPOMEKYTOYHOI aTTecTAlMU 00y4aloIuXcs M0 JUCHUIITINHE (MOLYJTI0)

@OH/JT OLIEHOYHBIX CPEACTB MJI1 NPOBEIEHUS TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH H
MPOMEXKYTOUHOM aTTecTanuu npeacrasieH B [Ipunoxenun 1.

[TonHbIN KOMIUIEKT KOHTPOJBHBIX 3a/IaHUN WJIM MHBIX MaTepUasioB, HEOOXOIUMBIX IS
OLICHMBAHUS PE3YIbTATOB OOYYEHHsS MO IUCIUIUIMHE (MOIYII0), MPAaKTHUKE XpaHUTCS Ha
kadenpe-pazpaboTunke B OyMa)KHOM H 3JIEKTPOHHOM BHJIC.

Metonuyeckre MaTepuaibl, ONPEeonie MPOLUeaypbl OLEHUBAHUS 3HAHUNA, YMEHUIA,
HAaBBIKOB U (WJIM) OIBITA JEATEIbHOCTH, MPEJCTABICHBI B BHUAEC TEXHOJOTUYECKON KapTbl
JTUCITUTLINHEI (Tabnwuia 5).

Tabmuna 5 — TexHoornueckas kapra

HaunMeHnoBanue HMIxamna
Cpokn Kpurepun
OLIEHOYHOI'0 OLICHUBAH
BBINOJTHEHN A OLICHUBAHUSA
cpeacTBa us

Hpomeafcymouuaﬂ ammecmauus 6 d)opme IK3amMeHa

1 JlaGopaTopHas 2 — 3 Henenun 10 6annoB | 10 6amioB — CTyAEHT NPABUIBHO U
paborta 1 cemecTpa TIOJTHOCTHIO BBITIOJHIUI 33/I1aHUE.

2 | JJaboparopHas 4 — 5 Henenu 10 6ammoB | Ilokazan oTyiMuHbIE 3HAHUS,
paboTa 2 ceMecTpa YMEHHMsI ¥ HaBBIKU B PaMKax

OCBOEHHOT'0 Y4eOHOIro MaTepuana.
6 6ayI0B — CTYACHT BHITIOTHUIT
3aJJaHie C HETOYHOCTIMH W/UJIN HE
nosiHOCThIO. [Tokazan xoporire
3HAHUS, YMCHUS U HaBBIKU B
pamMKax OCBOEHHOTO y4eOHOTO
MaTepuarna.

4 Ganna - CTyJIeHT BBITIOTHIII
3amanue He B cpok. [lokazan
YIOBJIETBOPUTENIbHBIC 3HAHMSI,




HaumenoBanue
OLIEHOYHOI'0
cpeacTBa

Cpoku
BBINOJTHEHU S

HIxkana
OLlCHMBaH
us

Kpurepun
OLlCHUBAHMSA

YMGHI/ISI 1 HABBIKHU B paMKax
OCBOCHHOTO Y4eOHOTO MaTepuana.
0 0aJUI0B — 3aJ1aHME HE BBITIOJHEHO

PacuerHno-
rpadugeckas
paborta

10-15
HEJICTIH
ceMectpa

10 6ayuioB

10 Gaym10B — CTYACHT MPABUIIBHO U
MOJTHOCTHIO BBITIOJHIJI 33/1aHUE.
IToka3an OTIMYHEIC 3HAHMS,
YMCHHSI M HABBIKU B PaAMKaX
OCBOEHHOTO Y4eOHOTO MaTepHaa.
6 OaJITIOB — CTYACHT BBITIOJIHUIT
3a/IaHl€ C HETOYHOCTSIMU W/WJIH HE
noiHocThro. [Tokazan xopommue
3HAHWSI, YMCHUS U HABBIKU B
paMKax 0CBOEHHOTO y4eOHOTO
MaTepHara.

4 Gamta - CTYJICHT BBITIOJTHUI
3a7anue He B cpok. [lokazan
YIOBJICTBOPUTEIIbHBIC 3HAHHSI,
YMEHHSI ¥ HABBIKH B PaMKax
OCBOEHHOTO Y4eOHOTO MaTepHaa.
0 0aI0B — 3aJaHME HE BBITIOJIHEHO

Kypcosas
pabota

2 — 16 Hegenun
cemecrtpa

50 0amoB

50 6a/I0B — CTYJICHT MPABHILHO U
MIOJIHOCTBIO BBITIOJIHUI 3aJaHHUE.
ITokazan oTIMYHEIC 3HAHMS,
YMEHHSI M HABBIKH B PaMKax
OCBOCHHOTO Y4eOHOTO MaTepuaa.
30 GaioB — CTYJAEHT BBITIOJTHHI
3aJaHNe ¢ HETOYHOCTSAMU HU/WIIH HE
noJHOCThI0. [Tokazan xopormue
3HAHHWS, YMEHUS U HAaBBIKH B
paMKax OCBOCHHOTO y4eOHOTO
MaTepuaa.

10 6anIoB - CTYACHT BBIOJTHUIT
3ajjaHue He B cpok. [Tokazan
YIOBJICTBOPUTEIIbHBIC 3HAHMSI,
YMEHHMSI M HABBIKH B PaMKax
OCBOCHHOTO Y4eOHOTO MaTepuaa.
0 6a;I0B — 3ajaHKe HE BBHITIOJIHEHO

NTOI'o

KOHT

Texkymui
0JIb.

80 6a1oB

12

Bomnpocsr
dK3aMeHa (2
Borpoca no 10
0asIoB)

ceCCuia

20

0 Ga/uI0B — OTBET HA BOIIPOC OMiIeTa
OTCYTCTBYET HJIU HE BEPEH

8 0amI0B — JaH He IOJHBIM OTBET,
JOTTYIIICHBI ONTHOKH

14 GamnoB — daH TIOJHBIM OTBET,
JOTTYIIIEHbI HETOYHOCTH

20 OammoB — MOaH IOJIHBIM OTBET,
MIPUBEACHBI IPUMEPHI

NTOI'o
IIpomexyrounas
arrecTanuus (3K3aMeH)

20 Ga1oB

Kpurtepun oneHkn pe3ybTaToB 00y4eHHs 110 AU CHMUILIMHE:

0 — 64% or MakcUMaabHO BO3MOXHOH CyMMbI OalllIOB — «HEYAOBJIETBOPUTEIHLHO»
(HeIOCTaTOYHBIM YPOBEHD ISl MPOMEXYTOYHON aTTECTallMy M0 AUCIHUILTHHE);

65-74% 0T MakCUMaJIbHO BO3MOKHOW CYMMBI 0aJUIOB — «Y/I0BJIETBOPUTENIBHOY (IOPOTOBBII
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HaumenoBanue HIxkana
Cpoknu Kpurepun
OLIEHOYHOI'0 OllCHUBAaH
BBINMOJHEHUA OLICHUBAaHUSA
cpeacTBa us

(MUHUMAJIbHBIN) YPOBEHbD);

75-84% 0T MakCMMaJIbHO BO3MOKHOU CYMMBI 0AJJIOB — «XOPOIIOY» (CpeAHUIN YPOBEHB);
85-100% oT MakcMMaabHO BO3MOXHOH CyMMBI 0aUIOB — «OTJIMYHO» (BBICOKMH
(MakcuMaJbHbIN) YPOBEHB)

3aganus 11 TeKyIero KOHTPoJIs

JJABOPATOPHAS PABOTA Nel
HacTtpolika 3amuIieHHbpIX KaHajIoB JIOCTYIa B paclpeesIeHHbIX HH()OPMAIIMOHHBIX CUCTEMAX.
[Ipumep 3amanus.
Cetp npennpusitust conepxut 3 APM u cepBep. HacTpouTs 3amuiieHHbli KaHal A0CTyna K
JIeMIInTapu30BaHHOM 30He npeanpusatis. Ha rpanune pacnonoxuts AIIKII KoHTHHEHT.

JJABOPATOPHAS PABOTA Ne2
Hcnonb30BaHue MUTIO30B JOCTYIA B paclpeleIeHHbIX HH()OPMALMOHHBIX CHCTEMAX
[Ipumep 3amanns.
Cetp npennpustus coaepxxut 3 APM u oaun cepep. HacTpouts A0CTYN K CeTH MpeanpUsATHS
rcnoJb3ys nuio3. Ha rpanunne pacnonoxuts AIIKII KonTrHEHT.

PACYHETHO-TPA®NYECKASA PABOTA

Samaunue 1

Hcnonb3oBaHne MEXCETEBBIX SKPAHOB B pacIpeleIeHHbIX HH(OOPMALIMOHHBIX CHCTEMAX

[Tpumep 3amanus.

Cetp npennpusatusi coaepxut 3 APM u oaun cepBep. HacTpouTh 3amuty nepumerpa
MPEANPUATHS C HCIOIb30BaHneM MekceTeBoro sxkpana VipNet Personal Firewall. 3amumennast
ceth 172.12.26.0/24. [loctyn pa3pemieH Toibpko u3 192.168.1.0/24.

3amanue 2

Hcnonb3oBanue cucteM 0OHApYKEHUSI BTOPKEHUH B pacIipe/ieIeHHbIX THPOPMAIIUOHHBIX
CUCTEMAX.

IIpumep 3amanus.

Cetp npeanpusitus coaepxut 3 APM u onun cepsep. Hactpouts cucremy oOHapyKeHHUs
BTOP>KEHHUH I 3alMThl OT BCEBO3MOXHBIX arak. CMOJEeNMpoBaTh HECKOJbKO aTaKk Ha CETh
npennpusaTas. Onucarbh KakuM 00pa3oM CUCTEMa OOHAPYKEHUSI BTOP)KEHHUM PerHCTPUPYET aTaKH.
3amumienHas cetb 172.12.26.0/24. loctyn pazpeuieH Toiasko u3 192.168.1.0/24.

NPUMEPHBIA NEPEYEHDb TEM KYPCOBBIX PABOT

TeopeTnyeckre OCHOBBI 3a/1aun OrpaHUYEHUs JocTyna K Enterprise npuioxeHuto.
Abctpakuuu Spring Security.
Hacrpoiika koHpurypauuu Spring Security Ha MpaKTHKe.

4  Tlpumenenue Spring Security /Ui OrpaHUYEHHUsS] JOCTyNa K Pa3jiMYHBIM YacTIM
MPUIIOKEHHUSL.

W N

CIIMCOK TEOPETUYECKHUX BOITPOCOB HA O9K3AMEH
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1. HopmartuBHBIE JOKyMEHTHI TI0 METPOJIOTHUU B 00JacTH MH(POPMAITMOHHON 0€30TacHOCTH
MIPOrPaMMHBIX CPE/ICTB.

2. HopmaTtuBHBIE JOKYMEHTBl 1O CTaHAapTH3aumMd B oOmacTd WHGOPMALMOHHOM
0€30I1aCHOCTH ITPOTPAMMHBIX CPE/ICTB.

3. HopmartuBHble JOKyMEHTHI 10 ceprudukamuum B  obOjacth  HH(POPMAIMOHHON
0€30MacCHOCTH ITPOTrPAMMHBIX CPEJICTB.

4. HopmaruBHBIE TOKYMEHTHI 10 METPOJIOTUH B 001aCTH WH(POPMAIIMOHHON 0€301acHOCTH
anmapaTHbIX CPEJICTB.

5. HopmaTtuBHBIE JOKYMEHTBI TIO CTaHAApTH3aIMUM B oOOmacTH WHGOPMAIMOHHOM
0€30MaCHOCTH aIlapaTHbIX CPEJICTB.

6. HopmaTuBHBIE JOKYMEHTHI 1O cepTUUKamu B 0oONacTH  WHGOPMAIMOHHOMN
0€30MacCHOCTH aIMapaTHbIX CPEJICTB.

7. denepanbHble OpraHbl HCHOJHUTEJIBHON BiIacTH W UX TpeOoBaHUs B oOnacTu

nH(pOpMaLMOHHOE OE30MACHOCTH paclpeeeHHbIX UH(POPMAIIMOHHBIX CUCTEM.

NzomupoBanusie APM u cuctema 3aiuThl.

OpraHu3anOHHO  paCTOPSIUTEIbHbIE W HWHCTPYKTHBHBIE JIOKYMEHTHI B 00JacTu

obecrieueHnss MH(OPMALIMOHHOW OE€30MacHOCTH PACHpPENENeHHbIX HH(OPMALUMOHHBIX

CHCTEM.

10. 3ammmeHHple KaHabl Tiepenayn WHpopMmanuu. JlabopaTopHBIE acleKThl peaTH3aiuu
nepeaayr HHGOPMAIH 32 TIPEeTTbl KOHTPOIUPYEMBIX 30H.

11. Pacnipenenennslie TepputopuanbHo APM u cucrema 3amuThl nHGOpMaIuu.

12. TpaHcrpaHnYHAs TIepeIayn JaHHBIX.

13. Metopt 3amuThl MHPOPMAITMOHHBIX CUCTEM C JOCTYIIOM K TJI0OaIbHOM ceTu Internet.

14. CpencrBa 3anuThl ”HPOPMAIIMOHHBIX CUCTEM C JOCTYIIOM K TJI00aIbHOM cetu Internet.

15. MexceTeBoe SKpaHUPOBAHUE

16. CuctemMbl 0OHapyXEHUS U MPETOTBPAIICHUS BTOP)KEHUH.

17. Cuctembl yriayOJIEeHHOTO aHajlW3a TAKETOB, IUPKYIUPYIOIIMX B pacHpeneieHHBIX
MH(GOPMALMOHHBIX CHCTEMaX.

18. Cnenuanu3upoBaHHble NMPOTOKOJbI Iepefadyd JaHHbIX, 3ammra Tpadduka B ceTsax ¢
UCIOJIb30BAHUEM CPEJICTB KPUNTOrpahuuecKoi 3auThl MH(GOPMALHH.

19. Hcnonb30BaHue HUIIO30B AOCTYNA K JEMUIMTAPU30BAHHBIM 30HAM B PACHpPEIEICHHBIX
MH(GOPMALMOHHBIX CHUCTEMaX.

20. CoBpeMeHHBIC  MPOM3BOJIUTEINM M CpeacTBa  obecrieueHus  MHGOPMAIIMOHHON
0€30I1aCHOCTH B pacIpeesIeHHbIX HH(POPMALIMOHHBIX CHCTEMAaX.

©

CIIMCOK MPAKTHYECKHX 3AJJAHUM HA DK3AMEH

21. Onumure cuctemMy 3auThl iepuMerpa cetu npennpuarud. Cers copepxxur 5 APM n
cepBep. EcTh ynanenHnsle noakiatoueHus yepes cetb uHTepHeT. O0s3aTenpHO onucath [P agpeca
KaK BHEIIIHHE, TaK U BHYTPEHHHUE.

22. Onummre cucreMy 3aliuThl nepumerpa cetu npeanpusatus. Cers conepxur 10 APM n
cepBep. Ob6s3arenbHO onucath [P agpeca kak BHELIHKUE, TaK U BHYTPEHHHE.

5 YueOHo-MeTOAMYecKOe M HH(POPMALIMOHHOE o0ecnieyeHHe TUCHUTLTUHBI (MOTYJIs1)
5.1 OcHoBHas quTEpaTypa

1. KomnsrotepHsle cetu: YuebHoe nocodue [nekrponusiit pecype]/ Kysun A.B., Ky3un
H.A. - 3-e u3a., nepepad. u jor. - 2015. - 192 ¢.: // ZNANIUM.COM: 31eKTpOHHO-O0UOIHOTeYHAs
cucrema. - Pexxum goctyna: http://znanium.com/catalog/product/536468, orpanuueHHbI, 3ari.
C 9KpaHa.
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2. CetH CBSI3M W CHCTEMBl KOMMYyTanuu: Yd4eOHOE MmocoOue [DIeKTpoHHBIH pecypc]/
[Tapunos A.B., Pongyrun C.B., Mensuauk B.A. 2015. - 178 c.// ZNANIUM.COM: 31eKTpOHHO-
oubnmoreynass cucrema - Pexum gocryma: http://znanium.com/catalog/product/923309,
OTpaHMYEHHBIN, 3arJl. C 3KpaHa.

3. MakcumoB, H. B. Kommnerorepnsie cetu : yuebnoe nocooue / H.B. Makcumos, N.U.
[TonoB. — 6-¢ w3x., mepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2022. — 464 c. —
(Cpennee mpodeccronanbaoe odbpaszoBanue). - ISBN 978-5-00091-454-0. - TekcT: 37EKTPOHHBII.
- URL: https://znanium.com/catalog/product/1714105 (mata obpamienus: 15.11.2021). — Pexum
JOCTYIIA: 110 TOIMHUCKE.

5.2 JlomorHHUTEbHAS JJUTEpaTypa

1. HTEMmIeKTyaIbHBIE MHTEPAKTHBHBIC CHCTEMBI M TEXHOJIOTHH YIIPABICHUS YIATICHHBIM
JOCTYIIOM: METOJBl M MOJICIIA YIPABICHUS TPOIECCAMH 3aIIUTBl W COTPOBOXKICHUS
WHTEJUICKTYyaJIbHOUW coOCTBEeHHOCTH B ceTu Internet/Intrane: YueOHnoe mocoOue [D1eKTpOHHBIN
pecypc] / borys C.IL., - 3-e w3, mom, 2014. - 340 c. / ZNANIUM.COM: snexTpoHHO-
oubnuoTeyHass cucrema - Pexum gocryma: http://znanium.com/catalog/product/884094,
OTPaHWYEHHBIN, 3aril. C JKpaHa.

2. Tlampko, C. Il. PagmoTexHUUEeCKHEe CHCTEMBI ceManbHOTro HaszHaueHHsI. CHCTEMBI
cs3u : yueObHuk / C. I1. ITanbko, E. H. 'apun, B. B. Cyxotus. - Kpacuospck : Cub. denep. yH-T,
2019. - 340 c. - ISBN 978-5-7638-4014-8. - Tekcr : osmekrponnsii. - URL:
https://znanium.com/catalog/product/1830724 (nata o6pamenus: 15.11.2021). — Pexxum goctyna:
IO TIOJTITHCKE.

5.3 MeToanueckue YKazaHud 1JIsl CTYACHTOB 110 OCBOCHHUIO JTUCHUIIJIMHBI

1. OxwuranoB A.A. PacnpenencHHbie HH(POPMAIMOHHBIE CHUCTEMBI [DJIEKTPOHHBIN
pecypc]: ydebHOoe mocobue / A.A. OxuraHoB. — DJIEKTpPOH.TeKCTOBbIe maHHble. — CII0:
VYuusepcurer UTMO, 2016. — 142 c. // IPRbooks: anekTpoHHO-OMOIMOTEYHAsT cHCTeMa. —
Pexxum nmoctyna: http://www.iprbookshop.ru/67231.html, orpannueHHbIi. — 3ari1. ¢ 3KpaHa.

5.4 CoBpemeHHbIe NIpodeccCHOHATbHBIE 0a3bl JAHHBIX H HH()OPMALIMOHHBIE
CIIPABOYHbIE CHCTEMbI, HCI0JIb3yeMble MPHU OCYLeCTBIEHUH 00Pa30BaTeIbHOI0
npouecca no JUCHUIINHE

1 DOnexrponHo-6ubOAMOTEeYHas cuctema ZNANIUM.COM. [lorosop EIT 44 Ne 003/10 36¢
HK3 191272700076927030100100120016311000 ot 17 anpens 2019 r.

2 DnekTpoHHO-OMOMMoTeyHas cuctema IPRbooks. Jluniensnonnsiii norosop Ne EI144 No
001/9 na mpemocTaBlieHHWE [OCTyHa K 3JIEKTpOHHO-OmOmmoreuHoii cucreme [PRbooks MK3
191272700076927030100100090016311000 ot 27 mapta 2019 r.

3 DOnekrponHo-6ubmoTeuHas cucrema eLIBRARY.RU. /lorosop Ne EIT44 Ne 004/13 Ha
OKa3aHHE ycayr JocTyma K AIIEKTPOHHBIM W3 JaHUSIM K3
91272700076927030100100150016311000 ot 15 anmpens 2019 r.

4 WudopmanmonHo-crnpaBounsie cuctembl «Komekey/ «Texskcnept». Cornamienue o
corpyaauuectBe Ne 25/19 ot 31 mas 2019 .

5.5 Ilepeyens pecypcoB MH(POPMALMOHHO-TEIeKOMMYHUKAIIMOHHOMN CeTH
«HHTEepHEeT», HeOOXOAMMBIX /ISl OCBOCHHMS JMCIUIIIHHBI (MOIYJIsT)
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1. Pacnpenenennsie uH(OpMAIMOHHBIE CHCTEeMBbl. // HaluOHaNbHBIA OTKPHITHII
YHUBEPCUTET «HTYHT» [DNeKTpOHHBIN pecypc] — Pexunm JocTymna:
https://www.intuit.ru/studies/courses/13837/1234/info - cBoOOAHBIIA.

5.6 JIMneH3noHHoe U CBOOOHO pacnpocrpansieMoe nporpammMHoe 06ecneqeﬂl/le,
HCII0JB3YEMOE€ IIPU OCYIIECTBJICHUH 06pa30BaTeJ’IBHOFO nmpouecca mo

AUCHHUIIINHE

Tabmuna 7 — [lepedeHp NCIONB3yEeMOT0 TPOTPAMMHOTO 00ECTICUSHHSI

Haumenosanue 10 PekBHU3UTHI / yCIOBHSI HCIIOIH30BAHUS
Microsoft Windows Seven Jlunen3nonnsii ceprudukat Ne 46243844 ot 09.12.2009
OpenOffice CB0OO/IHAs JIUIIEH3US, YCIOBHS UCIIOIB30BAHUS 110 CCHLIKE:

https://www.openoffice.org/license.html
Microsoft Visual Studio (B cocraBe nuneH3uu dreamspark)

2008/2010/2012/2013/2017
KpuntolTPO CSP 3.6 wim 3636B-F0000-01760-NKN4A na 4 APM

BBIIIIC

9 OpraHu3anuMOHHO-TIeJarornyecKe yCJI0BHs

Opraam3zanust 00pa3oBaTENbHOTO TIPOIecca PErjJaMeHTHUPYeTCs YYeOHBIM TUIAaHOM |
pacnucaHueM y4eOHBIX 3aHATUN. SI3bIk 0OyueHus (mpernoaaBaHus) — pycckuil. s Bcex BUIOB
AyAUTOPHBIX 3aHATUN aKaJIEMUYECKAN Yac YCTAaHABIMBAECTCS MPOJOJKUTEIIBHOCTBIO 45 MUHYT.

I[Ipu  dopmupoBaHuM CBOEH WHAMBUIAYATbHOW  00pa3oBaTENbHONW  TPAaCKTOPUU
oOyuarouuiicss IMeeT MpaBo Ha Mepe3ayeT COOTBETCTBYIOIIUX IUCHUIUIMH U PO (ECCHOHATBLHBIX
MOJyJIel, OCBOCHHBIX B IMPOLIECCE MPEIIIECTBYIOMIEr0 OO0Yy4eHHs, KOTOpbIM 0CBOOOXKIaeT
o0y4Jarorerocst OT He0OX0IUMOCTH WX TIOBTOPHOTO OCBOCHHSI.

9.1 O0pa3oBaresibHbIE TEXHOJIOTHHU

VY4eOHbIil Mpoliecc MpH MPENoJaBaHUU Kypca OCHOBBIBAETCS Ha HCIOJIb30BAHUU
TPaJMLMOHHBIX, HWHHOBALIMOHHBIX M HWHGOPMAIMOHHBIX O00pa30BaTEIbHBIX TEXHOJIOTUH.
Tpaguiuonsueie 00pa3oBaTeIbHbIE TEXHOJIOTUH MPEICTABICHBI JIGKIMSIMH M CEMHUHAPCKUMU
(mpakTuyeckuMm) 3aHATUSIMU. VIHHOBalMOHHBIE 00pa30BaTelIbHbIE TEXHOJIOTUH HCIIONIb3YIOTCS B
BHUJIE IIMPOKOTO TMPUMEHEHHUS AaKTUBHBIX U HWHTEPAKTUBHBIX (OpPM MpOBEACHUS 3aHSITHI.
Nudopmanrionnsie  o0pa3oBaTelibHbIE TEXHOJOTHUH  pPEaIU3ylOTCid IMyTeM  aKTHUBU3ALUU
CaMOCTOSITENILHOM paboOThI CTYIEHTOB B MH(POPMAIIMOHHOM 00pazoBaTeIbHON Cpee.

9.2 3aHATHSA JeKIHOHHOT0 THIIA

JIGKUMOHHBI KypC TMpe.IoyiaraeT CHUCTEMAaTU3UPOBAHHOE M3JIOKEHUE OCHOBHBIX
BOIIPOCOB Y4E€OHOTO IJIaHa.

Ha nepBoii niexiun ekTop 0053aH MpeynpeanTh CTYyICHTOB, IPUMEHHUTEIIFHO K KAKOMY
6a30BoMy yueOHHKY (yueOHMKaM, yueOHbIM MOCOOHSIM) OyIeT MPOUUTaH KypcC.

JIeKIMOHHBIN KypC JOJDKEH JaBaTh HanOoNbLIMK 00beM HMH(poOpMalMu U 0OecrnedynBaTh
6osiee riry0oKOoe MOHUMaHKHE Y4€OHBIX BONPOCOB MIPU 3HAUYMUTEIILHO MEHBLIEH 3aTpaTe BpEMEHH,
4eM 3TO TpeOyeTcsi OOJBIINHCTBY CTYJACHTOB Ha CAMOCTOSATENLHOE N3yYeHHE MaTepuana.

9.3 3aHATHA CEMHMHAPCKOIO THIIA

CemuHapckue  3aHATHS ~ OPEACTaBISIOT  coOOM  JeTanM3aluio  JEKIMOHHOTO
TEOPETUYECKOI0 MaTepuaja, MPOBOAATCS B LEAX 3aKpelyIeHUs Kypca M OXBaTbIBAIOT BCE
OCHOBHBIE pa3JIEbl.

OcHOBHOW  (oOpMOH TpOBENEHHUS CEMHUHApOB SBISETCA OOCYXJIeHHe Haubosee
POOJIEMHBIX U CIOXKHBIX BOIIPOCOB 10 OTAEIBHBIM TEMaM, a TaKXkKe pa3z00p IpUMEpPOB U CUTyaluit
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B ayIMTOPHBIX YCIOBHSX. B 00s3aHHOCTH mpenojaBaTeist BXOIAT: OKa3aHHE METOAMYECKOU
IIOMOIIY ¥ KOHCYJIbTUPOBAHUE CTYACHTOB 110 COOTBETCTBYIOLIUM T€MaM Kypca.

AKTHUBHOCTb HAa CEMMHAPCKUX 3aHATHUSIX OLIEHUBAETCS MO CIAEAYIOIIUM KPUTEPUSIM:

- OTBETBI Ha BOIIPOCHI, IIPEJIaracMble IPENoAaBaTENEM;

* y4acTHE B IUCKYCCHUSAX;

* BBIIIOJIHEHHUE MTPOEKTHBIX U UHBIX 33/1aHU;

- CCUCTUPOBAHUE IIPEIOIABATEIIO B [IPOBECHUH 3aHITUH.

OTBeT OIDKEH OBITh apryMEHTHPOBAHHBIM, Pa3BEPHYTHIM, HE OJHOCIIOKHBIM, COACPIKATh
CCBUIKM Ha UCTOYHUKH.

Jloknaasl ¥ ONIIOHUPOBAHME JIOKIAZ0B IPOBEPSAIOT CTENECHb BIAJACHUS TECOPETHYECKUM
MaTepHaIoM, a TAKKE€ KOPPEKTHOCTb U CTPOrOCTh PACCYXKICHU.

OneHuBaHue 33/1aHNUH, BBIIIOJIHEHHBIX HA CEMUHAPCKOM 3aHATUH, BXOJUT B HAKOIIJICHHYIO
OILICHKY.

9.4 CamocTosiTe/IbHAs padoTa 00yUYaloUIMXCcs M0 JUCHUNINHE (MOLYTI0)

CamocrositenbHas paboTa CTyIE€HTOB — 3TO IPOLIECC AKTUBHOTO, LEIECHAIPABICHHOTO
MpUOOpETEHUsI CTYAEHTOM HOBBIX 3HaHUH, yMEHUH O€3 HENOCPEACTBEHHOIO Yy4acTHs
MpernojaBaTeNisd, XapaKTepU3YIOIIMHcS MpPEeIMETHONM  HamnpaBlIE€HHOCThIO, 3((EKTUBHBIM
KOHTPOJIEM U OLIEHKOM pe3y/bTaTOB AESTEIbHOCTH O0y4aroIerocs.

Henu camocTosTenbHON pabOTHI:

* CUCTeMAaTH3alMs U 3aKperyIeHUe MOJyYeHHBIX TEOPETUUECKUX 3HAHUM U MPAKTUYECKUX
YMEHUH CTY/IEHTOB;

- yriiyOJieHue M paclIMpeHue TEOPETUYECKUX 3HAHUI;

- (hOpMHUpPOBAHHE YMEHUI HCMOJIb30BaTh HOPMATUBHYIO U CIPABOYHYIO JTOKYMEHTALUIO,
CIELIMAIIBHYIO JINTEPATYPY;

* pa3BUTHE MTO3HABATENBHBIX CLIOCOOHOCTEH, AKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH U
OpPraHU30BaHHOCTH;

- (OpMHUpPOBAHHE  CAMOCTOSATEJIBHOCTH  MBILIUIEHUS,  TBOPYECKOM  MHMIIMATHUBBI,
CIOCOOHOCTEN K caMOpa3BUTHIO, CAMOCOBEPILIEHCTBOBAHHIO U CaMOpeaIn3allly;

* Pa3BUTHUE UCCIENOBATEIbCKUX YMEHUN U aKaJEMUYECKUX HABBIKOB.

CamocrostenbHas paboTa MOXET OCYLIECTBIATbCS WHAMBUIYAJIBHO WM TpyNIaMu
CTY/IEHTOB B 3aBUCUMOCTH OT LI€JIH, 00BEMA, YPOBHS CIOKHOCTH, KOHKPETHON TEMaTHKH.

TexHonorust opraHu3allud  CaMOCTOSITENBbHOM  pabOThl  CTYIEHTOB  BKIIIOYAET
UCIOJIb30BaHNE UH(POPMAILIIOHHBIX U MaTEPUATIbHO-TEXHUUECKHX PECYPCOB YHUBEPCUTETA.

Ilepen BbIMONIHEHHEM OOYYaIOIIMMUCS BHEAYAUTOPHOM CaMOCTOSITEIBHON pPabOThI
IIPENOJaBaTeNIb MOKET IPOBOAUTH HHCTPYKTAK IO BBINOJIHEHUIO 3aJaHus. B MHCTpyKTa)
BKJIFOUYAETCS:

* LeJIb U COJIEP’KaHuE 3aaHMsl;

* CPOKH BBIIIOJHEHMS;

* OPUEHTUPOBOYHBIN 00beM paboThI;

* OCHOBHbIE TpeOOBaHUS K pe3yJbTaTaM pabOThl U KPUTEPUU OLIEHKH;

* BO3MOYKHbIE TUITUYHBIE OLTHMOKU MPU BBITIOJIHEHHH.

WHCcTpyKTa)k MPOBOAUTCS MperojaBaTeseM 3a cueT 00beMa BPEMEHM, OTBEJAEHHOIO Ha
U3Y4YE€HHUE JUCLMILINHBL.

KoHTposb pe3ynbTaToB BHEAYJUTOPHON CaMOCTOATENbHOW PabOThl CTYIEHTOB MOXET
MIPOXOJUTH B MUCbMEHHOM, YCTHOW WIIM CMelIaHHOH (opme.

CTyneHThl JOJDKHBI MOJIXOJUTh K CAMOCTOATENbHOW paboTe Kak K HauBakHEHIemy
CPEACTBY 3aKpEIUICHUsI U Pa3BUTUS TEOPETUUECKUX 3HAHUHM, BHIPAOOTKE €AMHCTBA B3IJIAI0B Ha
OTJENbHBIE BOMPOCHI Kypca, HPUOOpPETEeHUs ONpEIETCHHBIX HABBIKOB U HCIHOJIb30BAHUS
npoeccuOHaTbHON JINTePaTypHl.
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[Tomerenus st caMOCTOSITENILHOM pabOThl OOYYAIOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TOJAKIIOYEHUSI K ceTh «VIHTepHeT» M oOecreueHueM JOCTyNa B
AIIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEIbHYIO Cpely OpraHU3allru.

9.5 MeToanueckue YKa3aHus 1Jisd oﬁyqammnxcﬂ 0 OCBOCHHUIO TUCIUIIJIMHBI

[Ipu m3ydeHMH IUCUMIUIMHBI OOYYaroIIMMCS II€I€CO00pa3HO BBITIOJIHATH CIIEAYIOIINE
PEKOMEHIALNN:

1. Uzyuenne yueOHOM TUCIMITIMHBI JOJHKHO BECTHCH CUCTEMATHUECKH.

2. Ilocne u3ydeHns: KakoTro-IMO0 pasjena Mo y4eOHUKY WIM KOHCIIEKTHBIM MaTepHajiam
PEKOMEH/IYeTCs 110 MaMSTH BOCIIPOU3BECTH OCHOBHBIE TEPMHHBI, ONIPEICTICHHS, TIOHITHS pa3zena.

3. Oco0oe BHHMAaHHE CJIEIyeT YICIUTh BBINIOJHECHHIO OTYCTOB IO MPAKTHYCCKHM
3aHSATUSAM U UHAWBUYaJbHBIM KOMIUIEKCHBIM 33/IaHUSIM Ha CAMOCTOSITENIbHYIO PadoTYy.

4. Bcs TemaTtMka BOTPOCOB, HM3y4aeMbIX CaMOCTOSITETIBHO, 33/aeTcsi Ha JICKIUSIX
nperogaBatenieM. MM jke [aroTcs HWCTOYHUKU (B TIEPBYIO OdYepelb BHOBb HW3JAaHHBIE B
MEpUOINYECKON HaydyHOW JuTeparype) [uis OoJjiee JETaJbHOTO IMOHWMAaHHs BOIIPOCOB,
O3BYYCHHBIX Ha JICKIIHH.

[Ipu camocTosITeNIEHON MTPOPA0OTKE Kypca 00yJaromuecst JOMKHbI:

* IPOCMATPHUBATH OCHOBHBIE OTIPE/ICIICHUS U (DaKTHI,

* IOBTOPUTH 3aKOHCTIEKTUPOBAHHBIH Ha JICKIITMOHHOM 3aHATHU MaTepHaIl U JIOTIOJHUTH €T0
C YY4ETOM PEKOMEHJOBAHHOM 110 JAHHOW TEME JIMTEPATYPHI;

* I3yYUTh PEKOMEHIOBAHHYIO JIJUTEPATYPY, COCTABIATH T€3UCHI, aHHOTAIINU ¥ KOHCIIEKTHI
HanboJiee Ba)KHBIX MOMCHTOB;

* CAMOCTOSITEIILHO BBITIOJHATH 33/IaHUS, aHAIOTUYHBIC TTPEIaraeMbIM Ha 3aHATHUSX;

* UCIOJIb30BAaTh JJISi CAMOIIPOBEPKU MaTepHalibl (POHIA OIIECHOYHBIX CPEJICTB.

10 Onucanme MaTepHaJIbHO-TEXHHYECKOT0 00ecneuyeHus1, He0OX0IUMOro0 ISt
OCyIIeCTBJIeHNsI 00Pa30BaTEIbHOI0 MPoIecca Mo JUCHUILIHHE (MOTYJII0)

10.1 YueOHo-12a00paTopHOE 000pPYy/I0BaHHE

Tabnuma 8 — [lepeuens oOopyn0oBaHUS Ta00pATOPUU

HaumenoBanue
Aynuropus ayIuTOpUU Hcnonb3yemoe 060pyaoBaHue
(;maboparopun)
koMmmeloTepH | JlaGopaTtopus 8 [I9BM. KoMIIeKT MylnbTUMETUHHOTO 000PYAOBaAHUS
bI€ KJIACCHI 3alHAIIEeHHBIX DALLAS LOCK 8.0-C 50197-9111-268 Ha 5 KIHEHTOB,
OKT asromarusupoBanH | CKAHEP-BC HIIDIIL.00606-01, PerncrpanroHHslit
BIX CUCTEM HoMep: DP2204-180334, KonuuecTBo ip-aapecoB — 8,

DALLAS LOCK 8.0-C 47488-9375-279 na 5
KJIMEHTOB BKJItOYast LIeHTp ynpasneHus, Ckanep-BC
12/3 cneumanbHas Bepcus A y4eOHbIX
3aBenennii, Secret Net Studio 8 13A6E7 na 10
KJIMEHTOB BKJIIOUas LeHTp ynpasienus, Kpunrollpo C$P
(sxmrouaet Kpunrtollpo TLS)
DU36X-K0000-00XKY -NXA3M-XXXXX, ldeco
Hardware Appliance — 10 3apeructpupoBaHHBIX
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[OJIb30BaTeIeH

10.2 TexHuveckue 1 JIEKTPOHHBbIE CPeICTBA 00yUeHHUS

[Ipu npoBeneHWHM 3aHATHIA WCIOJNB3YETCS AyAUTOpPHUS, OOOpPYIOBAaHHAS IPOEKTOPOM
(cTalMOHApHBIM WM TEPEHOCHBIM) Uil oOToOpaxeHus mnpe3zeHTauuil. Kpome toro, mnpu
MIPOBEJICHUH JIEKIUHN U MPAKTUYECKUX 3aHATUN HEOOX0IUM KOMIbBIOTEP C YCTAHOBJIEHHBIM HAa HEM
Opay3epoM U IMporpaMMHBIM 00eCIieYeHUEM I JEMOHCTPALMK IPE3EHTALNH.

Jlig peanuzanuy JUCUMILIMHBI OATOTOBJIEHBI CIEAYIONINE PE3eHTALlUU:

1 Bricuiee o6pa3zoBanue B PO.

2 Buspl yueOHBIX 3aHATUN, BUABI KOHTPOJISI 3aHATUH.

3 Pa3paboTka MHTEIIEKT-KapT.

11 Unble cBeaeHus

MeToauyeckne peKOMEHIAUMH 110 00Yy4YEeHHIO JIML C OTPAHNYECHHBIMH
BO3MOKHOCTSIMH 310POBbSl 1 MHBAJIM/I0B

OcBoeHMe NUCHUIUIMHBI OOYYaIOUUMUCS ¢ OTPaHMYEHHBIMH BO3MOYKHOCTSMHU 3/10POBbS
MOXXET OBITh OPraHM30BaHO KaK COBMECTHO C JAPYTMMHU OOYYaIOUIUMUCS, TaK U B OTAEIbHBIX
rpynmnax. [Ipennomnaratorcs crienuanbHbIe YCI0BUS VI MOTy4eHUs 00pa3oBaHus 00y4arouuMUCs
C OrPaHUYEHHBIMU BO3MOKHOCTSIMH 3/10POBBSL.

[Ipodeccopcko-negarornyeckuii cocTaB 3HAKOMHUTCS € TICUXOJIOT0-(U3NO0JIOTUYECKUMU
0COOEHHOCTSIMU O0YYaIOIINXCSl HHBAJIUIOB U JIUI] C OTPaHUYEHHBIMU BO3MOKHOCTSMH 3/I0POBBA,
WHIUBUAYAIbHBIMU ~ IIpOrpaMMaMu  peaOWiIuTauMd UHBanuaAoB (mpu  Hamuuuu). [lpu
HEOOXOJIMMOCTH OCYLIECTBIISIETCA JIOMOJHUTENbHAsA MOJAEPKKA MPernoJaBaHUsl ThIOTOPAMU,
MICUXO0JIOTaMH, COIMAIbHBIMU paOOTHUKAMU, TPOIIECIIMMHU MOATOTOBKY aCCUCTEHTaMHU.

B cooTBeTcTBHMU C METOAMYECKUMHU peKOMeHaanussMu Munoopuayku PO (yTB. 8 anpens
2014 r. N AK-44/05BH) B Kypce mpenrosaraercs HCIOJIb30BaTh COIMAIbHO-aKTUBHBIC H
pedieKCUBHBIE METOJbl OOY4YEeHHs, TEXHOJIOTMH COLMOKYIbTYPHOU peabuIuTallMk C LENbI0
OKa3aHHUs MOMOIIY B YCTAaHOBIJIEHUHU MOJIHOIICHHBIX MEXKJIMYHOCTHBIX OTHOLIEHUN C IPYTUMH
CTYIACHTaMH, CO3JaHMH KOM(OPTHOTO MCHXOJIOTUYECKOTO KJIMMara B CTYIEHYECKOW rpyme.
[Togbop u pa3paboTka y4eOHBIX MATEPUAIOB MPOU3BOAATCA C YYETOM MPEIOCTABICHUS
MaTrepualna B pa3IMYHbIX opMax: ayIuanibHOU, BU3yallbHOM, C UCIOJIB30BAHUEM CHEIHATBHBIX
TEXHUYECKUX CPEACTB ¥ MH(POPMAIIMOHHBIX CHCTEM.

OcBoenne aucuurunnbl gunamu ¢ OB3 ocymiecTBisieTcss ¢ HUCMOJIB30BAHUEM CPEJICTB
oOyueHusi o0OIIEr0 ¥ CHEIUAIBHOTO Ha3HAueHHs (IEPCOHAIBHOTO U  KOJUIEKTHBHOTO
UCI0JIb30BaHus). MaTepuaabHO-TEXHHUUECKOe 00ecreueHrne mpeycMaTpUBaeT IpUCIocoOIeHne
aynuTopuil K HyxaaMm aun ¢ OB3.

dopma npoBeAeHUs aTTECTALUU ISl CTYJEHTOB-WHBAIUIOB YCTAHABIMBAETCS C YUETOM
WHIUBUAYAIbHBIX McuXodu3nueckux ocobennocreit. s crynentos ¢ OB3 npexycmarpuBaercs
nocTynHas (popma nmpeaocTaBIeHUs 3aIaHUi OLIEHOYHBIX CPEJICTB, & IMEHHO:

* B TICYATHOM WJIH AJIEKTPOHHOM opMe (U1 JIHII ¢ HAPYIICHUSIMH OTIOPHO-/IBUTATEIEHOTO
amnmapara);

- B Te4YaTHOW Qopme UMM DIEKTPOHHOW ¢dopMe C YBEIMYEHHBIM MIPUYTOM W
KOHTPACTHOCTBIO (TSI JIUI] C HAPYIICHUSIMU CITyXa, pe4H, 3peHus);

* METOJIOM YTEHUS aCCUCTEHTOM 3aJlaHus BCIYX (15 JIUI] C HAPYIICHUSIMHU 3PEHUs).
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CTy,[[GHTaM C HHBAJIMAHOCTBIO YBCIIMYMUBACTCA BpPEMs Ha IOATOTOBKY OTBCTOB Ha
KOHTPOJBHBIE BOIPOCHL. JlJIi TakuX CTYACHTOB MpeaycMaTpuUBaeTCs JOCTymHas ¢Gopma
MPEAO0CTABJICHHS OTBETOB HA 3a/I1aHUs], @ UMEHHO:

* IICbMEHHO Ha Oymare uix HabopOM OTBETOB HA KOMITBIOTEpE (VIS JIUI] C HAPYIICHUSAMU
cilyxa, peum);

- BEIOOPOM OTBETa U3 BO3MOYKHBIX BAPHAHTOB C MCIIOJIH30BAHUEM YCIYT aCCHCTEHTA (JJIst
JIMI] C HapyLIEHUSIMU OIIOPHO-/IBUraTENILHOTO ariapara);

* YCTHO (JUIsl JIUI] C HApYIIEHUSIMHU 3PEHHUS, OTIOPHO-ABUTaTEIbHOIO aNapara).

[Ipn HEOOXOAMMOCTH sl OOYYAIOMIMXCS C WHBAIMIHOCTBIO IMPOIICIypa OIICHUBAHHS
pe3ynbTaTOB OOYUEHHUSI MOKET IMPOBOIUTHCS B HECKOJIBKO 3TAIOB.
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[Tpunoxxenue 1

®OHJI OHEHOYHBIX CPEJICTB!
10 TUCHHUIINHE
Nudopmanunonnas 6€30MaCHOCTb pacipeaeeHHbIX
HUH(OPMAIMOHHBIX CHCTEM

Hamnpasnenue nmoAroToBku 10.05.03 "HUnpopmayuonnasn bezonacnocmo
aA8MoMamu3uUposannvlx cucmem"
Hanpasnennocts (mpoduin) Obecneuenue ungopmayuonHou besonacnocmu
00pa3oBaTeIbHON IPOTPAMMBI | pacnpedeneHHbX UHPOPMAYUOHHBIX CUCEM
Kpaymukamnust BBITyCKHHKA Ccneyuanucm no 3awume UHGopmayuu
I'ox Havana moaAroToBKH 2020
(no yuebHomy niamy)
dopma o0ydeHHS OuHast
TexHonorust 00yueHus MpaouyuoHHas
Kypc Cemectp TpynoemMKkocTsb, 3.€.
4 8 116
Bun npomexyTouHOM arTecTanuu OOGecneunBaroiee moapas3aciecHue
Ok3zamen HUbAC

'B AaHHOM IMPUIJIOKCHUU MMPEACTABJIICHBI TUTIOBBIC OLICHOYHLIC CPCACTBA. IloaHBIN KOMILIEKT
OLCHOYHBIX CPCACTB, BKJIIOYAIOIINI BCE BapHUaHTLL 3aJIlaHuM (TCCTOB, KOHTPOJIbHBIX pa60T n ,[[p.),

npeajiaracMbIx 06yqa10111eMyc;1, XpaHUTCA Ha Ka(benpe B 6YMa)KHOM H DJICKTPOHHOM BH/IC.
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1 Ilepeuyenn mIaHUpyeMbIX pPe3yJIbTATOB 00y4YeHHS M0 JUCHUILIHHE (MOAYJIIO),
COOTHECEHHBIX ¢ HHAMKATOPAMM JOCTHKEHHS] KOMIIeTeHIUH

[Mpouecc m3ydenus aucuurinHbl « Kpunrorpadguyueckue MeToabl 3alUTHl HH(OOPMALIAN»
HampaBJIeH Ha (QOpMHpOBAHUE ClieAylomuX KommereHnud B cootBerctBuu ¢ ®I'OC BO un
OCHOBHOM 00pa3oBaTeIbHOM MporpaMmmoit (Tabmuna 1):

Tabmuna 1 — KomnereHuy 1 miiaHupyeMbIe Pe3ylIbTaThl 00y4eHUs 10 JUCIUTUINHE

HanmenoBanue u [lepedyens hopMupyeMbIX 3HAHHH, YMEHHIA, HABBIKOB,
mudp KOMITETEHIINH, PEIYCMOTPEHHBIX 00pa30BaTeIbHON MPOrpaMMoi
B (popmMHpOBaHUH [lepeuens 3Hanuit (c | [lepeuens ymenwuii (c | [lepeueHp HaBBIKOB
KOTOPOM NIPUHUMAET | yKa3aHUeM mmudpa) yKa3zaHueM mudpa) (c yKa3aHueM
y4acTHe NUCIUILINHA mudpa)
CTIIOCOOHOCTHIO 31(I1K-2-2) 3HaTh | Y1(TIK-2-2) mertoasr | HI(ITK-2-2)
cO3/aBaTh u | cieuuuky 3a1ad | U CPEICTBA | METOJIaMU CHIKEHUS
UCCIIEI0BaTh MOJENIU | MaTeMaTHYeCKOTo OTIpeeNIeHuUs BEPOSITHOCTH
aBTOMAaTU3UPOBAHHBIX | MOJICTUPOBAHUS B | TEXHOJIOTUYECKOM BO3HHUKHOBEHUS
cuctem (ITK-2) aBTOMAaTU3UPOBAHHBIX | OE30TACHOCTH yrpo3  BBI3BAHHBIX
cucTeMax (GYHKIIMOHUPOBaHMS | OIIMOKAaMU Ha 3Tamne
pacnpeneneHHon MIPOEKTUPOBAHUS
uH(GOPMALMOHHON pacnpeeneHHbIX
CUCTEMBI WH(POPMAIMOHHBIX
CIOCOOHOCTBIO CHCTEM
y4aCTBOBATh B | 31(TIK-22-2)  3mats | Y1(IIK-22-2) H1(ITK-22-2)
hopmupoBaHUHT TpeboBaHUs K | IPUMEHSTH pa3paboTKku
MOJIUTUKH apXUTEKTYpe HOpPMAaTUBHBIE JOKYMEHTallul MO
MH(GOPMALMOHHOM MH(OPMALIMOHHBIX JOKYMEHTBI 0 | CTaHIapTU3aLuH,
0€3011aCHOCTH CUCTEM u UX | METPOJIOTuH, METPOJIOTUU u
OpraHu3aluu U | KOMIOHEHTaM Ui | CTAaHJApTH3alMM U | cepTU(UKALIU
KOHTPOJIUPOBATh obecrieueHus cepTUpUKaLUU
3¢ dEeKTUBHOCTh €€ | Oe30IMaCHOCTH
peanmzauuu (I1IK-22) | pynxumonuposanus

Tabmuma 2 — [Tacopt ¢hoHAA OIEHOYHBIX CPEJCTB

Kontposmpyemsbie | @opmupyemasi | HaumenoBanue
pa3neiibl (TeMbl) | KOMIETEHIUs OIIEHOYHOT 0 IMoka3arenu oeHKH
AU CHUIITAHBI cpeacTBa
Bce tembl TIK-2, 22 JlaGopaTopHble | 3HaET cnerupuKy 3a7a4
paboTsr 1-2, MaTeMaTHYeCKOTO MOJIEITUPOBAHUS
Pacuetno- B aBTOMAaTH3UPOBAHHBIX CHCTEMaX,
rpaduueckas 3HaeT TPeOOBaHUS K apXUTEKTYpe
paborTa, WH(OPMALIMOHHBIX CHUCTEM U UX
KypcoBas KOMIIOHEHTaM JUIsl  o0ecredyeHus
pabota 6e301acHOCTH (PYHKIIMOHHPOBAHUS
yMeeT TPUMEHATb METOObl U
cpezcTBa oTpeIeNIeH s
TEXHOJOTUYECKOH  0e30macHOCTH
(GYHKIIMOHUPOBAHUS
pacupeneneHHon
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uH(HOPMAMOHHON CUCTEMBI,
IpUMEHSIET HOpPMAaTHBHBIC
JOKYMEHTBI [0  METPOJIOTHH,
CTaHJAPTHU3ALNH U CEePTHPHUKALINN
BJAJIC€T  METOJAaMU  CHWKEHUS
BEPOSATHOCTH BOSHUKHOBEHHS YTPO3
BBI3BAaHHBIX OINMOKAaMH Ha JTare
NPOEKTUPOBAHUS PACIIPEICICHHBIX

UH(POPMAIMOHHBIX CHUCTEM,
BJIaJIEET HaBbIKaMU pPa3pabOTKu
JOKYMEHTaluu o

CTaHJapTU3aLUU, METPOJIOTHH U
cepTudukanuu

2 MeToanuyecKkne MaTepUAaJIbl, ONpPeeSIsIIoNe MPoueIypPbl OLEHNBAHUS 3HAHUIA,
YMeHH, HABBIKOB U (MJIM) ONbITA AESITEJIbHOCTH, XaPAKTEPU3YIOLIMe MPOoLecc

¢popMupoBanus KoMIeTeHIUIA

MeToanvecKre MaTepHabl, OMPEICIAIONINE MPOIEIyPhl OIICHUBAHUS 3HAHMWI, YMEHHI,
HAaBBIKOB ¥ (MJIM) OIBITA JESTEILHOCTH, MPEACTABICHBI B BHIE TEXHOJOTHYECKON KapThl
JMCIUILUIHHBI (Tabnumna 3).

Tabmuma 3 — TexHoNMOTHYECKas KapTa

HaumenoBanue
pasuenoB, TeM U
cozep)kaHue MaTepuaa

KommoHeHT
yaeOHOT 0 TUTaHa

Tpyno
E€MKOC
Th, 4

[Inanupyemsbie
(KOHTpOIIUpyEMBIE)
€3yJIbTaThI
®dopma pesy
OCBOEHHS
MIPOBEACHUS

Kommer | 3nanus,
SHIIMM | YMEHHS,
HAaBBIKH

Pa3znen 1. Teoperndeckrne OCHOBBHI IOCTPOEHUS 3aIUIIEHHBIX paclpeneleHHBIX WH(GOPMAIOHHBIX

CHUCTCM

HopmatuBHbie
JOKYMEHTBHI TI0
METpOJIOTHH,
CTaHIAPTU3ALNH
cepTudUKaIuu
MIPOrPAMMHBIX H
amnmapaTHBIX CPECTB
3aIUTHI

Jlexknusa

3

TpamunonHas IK-2 31(IIK-

2-2)

®denepanbHble OpraHbl
HCIIOTHUTEIbHON
BJIACTHU U UX
TpeOoBaHUS 110
MTOCTPOEHUIO
3aIUIIEHHBIX
pacnpeneneHHbIx
WH(POPMAITIOHHBIX
CHCTEM

Jlexnusa

WuTepakTuBHas IK-2 31(IIK-
(mpe3eHTAaIHs) 2-2)

TpeboBanus u
PEKOMEH Al H 110
MOCTPOECHUIO
MH()OPMAITHOHHBIX
CHCTEM B BUJIC

Jlexmus

WHTepakTuBHAS I1K-22 31(TIK-
(mpe3enTanys) 22-2)
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IInanupyemsele
(KOHTpOIHUpYEMEIE)
Haumenosanue KOMIIOHEHT Tpyno Dopma pe3yNbTaThl
pas3zaenoB, TeM U eMKOC OCBOCHHUS
y4eOHOro TuIaHa MPOBEICHHUS
CoZIEpKaHue MaTepuasa Tb, 4 Kommer | 3nanus,
CHIUH | YMCHHS,
HABBIKH
H30JTUPOBAHHBIX
pabounx MecT
Opranu3aiuoHHO- Jlexug 4 TpaauimonHas [1K-22 31(TIK-
pacropsiiuTeNbHas 22-2)
JOKYMEHTAIIUs TIO
obecrieueHnIo
WH(POPMAITMOHHON
0e30macHOCTH
pacrnpeneneHHbIxX
WH(POPMAITMOHHBIX
CHCTEM
Hacrpoiika JlabopaTopHas pabora 16 | TpaguuuoHHas [K-2-2 | HI(IIK-
3alUILEHHBIX KAHAJIOB 2-2)
JOCTyTIa B
pacrpeeneHHbIX
MH(OPMAITMOHHBIX
crcTeMax
Texymmii KOHTPOJIb 10 pasaeray 1
HToro no pazaeay 1 Jlexkuun 16
JlaGopaTopHsbie 16
paboTHI
CamocrosTenpHas 58
pabora
CamocrosTeabHas 4 OcBoeHue IK-2 VI1(IIK-
pabota oOydarommxcs 3JIEKTPOHHBIX 2-2)
(monroToBka K MaTepHasoB Mo
1ab0paToOpHBIM JICIIUTUTAHE.
3aHATHSIM)
CamocrosTeabHas 4 Urenue ocaopron | I1IK-22 | V1(IIK-
paboTa o0yUarommxcs u 22-2)
(u3ydeHue JIOTIOJTHUTENTLHON
TEOPETHUECKUX JTUTEPATYPHI,
paszenon KOHCIICKTHPOBAaHU
JACITATIITITHEI) e
CamocrosTenbHas 50 Urenne ocaoBHOH | [1K-2 V1(IIK-
paboTa 00ydarommxcs u [K-22 | 2-2)
(moxgroroBka u JTOTIOTHUTEITEHOM V1(IIK-
opopmienue PI'P u JTUTEPaTypHI, 22-2)
KP) KOHCIIEKTUPOBAHU
e, opopmiIeHne
Pasnen 2. JlaGopaTopHbIe acreKThl MOCTPOCHUS 3AIMUINECHHBIX PACHPEICTICHHBIX WHPOPMAIMOHHBIX
CHCTEM.
Wndopmanmonusie Jlexuus 5 WHTepakTuBHAS I1K-2 31(TIK-
CUCTEMBI KaK (mpe3eHTamms) 2-2)
COBOKYITHOCTb
pacnpeneneHHbIx
ABTOMATH3UPOBAHHBIX
pabounx mecT
00bEIMHEHHBIX B
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IInanupyemsele

(KOHTpOIHUpYEMEIE)
Haumenosanue KOMIIOHEHT Tpyno Dopma pe3yNbTaThl
pas3zaenoB, TeM U eMKOC OCBOCHHUS
y4eOHOro TuIaHa MPOBEICHHUS
CoZIEpKaHue MaTepuasa Tb, 4 Kommer | 3nanus,
CHIUH | YMCHHS,
HaBBIKH
JIOKaJIbHbIE
BBIUUCIIUTEIBHBIC CETH
Mertonb! u cpeAcTBa Jlexug 5 TpaauimonHas [1K-22 31(IIK-
3aIUTHI 22-2)
WHPOPMAITMOHHBIX
CHCTEM C JIOCTYIIOM K
rIo0anbHON ceTH
WH(POPMAITMOHHOTO
obmeHa Internet
MesxcereBoe Jlexmust 3 TpanuronHas [K-2 31(IIK-
9KpaHUPOBAHUE U 2-2)
CHCTEMBI OOHAPYKECHHS
W TIPEIOTBPAIICHUS
BTOPKEHUM, CUCTEMBI
yrIIyOJIeHHOTO aHATN3a
MAKETOB
Onucanwne Jlexmust 3 TpamunpionHas IK-22 31(I1K-
WH(POPMAITMOHHBIX 22-2)
CHCTEM B COOTBETCTBHHU
¢ OSI. Ucnone3oBanue
IIUTI030B JocTyma, SSH,
SSL.
Hcnonp30oBaHue Jlaboparopnas pabora 16 | TpaguumoHHas [K-22- | HI(TIK-
IIUTIO30B JOCTYIIA B 2 22-2)
pacmpeneneHHbIX
HH(POPMAITHOHHBIX
cucTeMax
Texymuii KOHTPOJIb MO pa3aery 2
Hroro mo pazaeny 2 Jlexkuuu 16
JlaGopaTopHsbie 16
paboTHI
CamocrosTenpHas 58
pabora
CamocrosTenpHas 4 OcBoeHue I1K-2 V1(IIK-
paboTa obydaronxcs AIEKTPOHHBIX 2-2)
(moaroToBKa K MaTepHraoB 110
71a00paTOPHBIM JHCIHTUTAHE.
3aHATHSIM)
CamocrosiTenbHas 4 Urenue ocHoBroit | [1K-22 YI1(IIK-
pabota obydaronmxcs u 22-2)
(n3yuenue JIOTIOJTHUTENTbHON
TEOPETUIECKHUX JUTEPATYPBI,
pasnenoB KOHCIIEKTHPOBaHH
JACITATIITITHEI) e
CamocrosTensHas 50 Yrenne ocHoBHoOH | [IK-2 Y1(IIK-
paboTa oOydaronxcs u [K-22 2-2)
(moxroroBka u JIOTIOJTHUTENbHON Y1(IIK-
otopmnenue PI'P, JIUTEPATYPHI, 22-2)
cobecenoBaHue)
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IInanupyemsele
(KOHTpOJIUPYEMBIC)
HanmenoBanue KOMIIOHEHT Tpyno Dopma pe3yabTaThI
pa3IenoB, TeM U eMKOC OCBOCHHUS
y4eOHOro TuIaHa MPOBEICHHUS
CoZIEpKaHue MaTepuasa Tb, 4 Kommer | 3nanus,
CHIIMM | YMCHUS,
HABBIKH
KOHCIICKTUPOBAaHH
e, oopmiIeHHE
I[Mpome:kyTouHAsA aTTeCTALMS MO AU CHUILINHE 36 OK3aMeH [1K-2-2
B 8-M cemecTpe [1K-22-
2
HUTOTI'O no Jlexrn 32 - - -
JUCHUILIMHE B 8-M JlaGopaTopHbie 32 - - -
cemecTpe paboThI
KonTtposnb 36
CamocrosTenpHas 116 | - - -
paboTa 00yUaroIUXxcs
HNTOI'O: obmmast TpyA0eMKOCTh AUCITUIUINHGI 216 daca

3agaHus A1 TeKylero KOHTPoJIf

JJABOPATOPHASA PABOTA Nel
HacTtpoiika 3anuiieHHbIX KaHajIoB JIOCTYyIa B pacipeeieHHbIX HHPOPMAIIMOHHBIX CUCTEMAX.
[Tpumep 3amanus.
Cetp npennpusatus conaepxut 3 APM u cepBep. HactpouTs 3amuineHHbI KaHain A0CTyna K
JEMHJINTApU30BaHHOM 30He npennpustus. Ha rpanune pacnonoxuts AIIKII KonTuHeHT.

JJABOPATOPHAS PABOTA Ne2
Hcnonb30BaHue MUTIO30B JIOCTYIMA B pacIpeIeIeHHbIX HH(OPMALMOHHBIX CHCTEMAX
[Tpumep 3ananus.
Cetb npeanpusitusi coaepkut 3 APM u oaun cepsep. HacTpoutb 10CTyn K CeTH NpPEeANPUSITUS
ucnoJib3ys nuito3. Ha rpanune pacnonoxuts AIIKII KontuneHr.

PACYHETHO-TPA®NUYECKASA PABOTA

3ananue 1

Hcronb30BaHnEe MEKCETEBBIX SKPAHOB B PACIIPEICICHHBIX HH(POPMAITHOHHBIX CHCTEMax

IIpumep 3amanus.

Cerp mpeanpustust comepxut 3 APM wu omun cepBep. HactpouTh 3ammty mnepumerpa
NPEANPUATHS C UCTIONB30BaHHeM MexceTeBoro skpana VipNet Personal Firewall. 3amumennas
cetb 172.12.26.0/24. loctyn pazpeuieH Toybko u3 192.168.1.0/24.

3ananue 2

Hcnonbs3oBaHue cucteM 0OHapYKEeHUS! BTOPKEHUH B paclpeieIeHHbIX HHPOPMALIMOHHBIX
cucremax.

IIpumep 3amanus.

Cetp npeanpustust coaepxxut 3 APM u oaun cepsep. HactpouTs cucremy oOHapyKeHUs
BTOPKEHUH Ul 3allUTHl OT BCEBO3MOXKHBIX aTak. CMOJenuMpoBaTh HECKOJBKO aTak Ha CeTh
npeanpusaTus. OnucaTh KaKUM 00pa3oM crcTeMa OOHApYKEHUS! BTOPKEHHUH pEerucTpUpyeT aTaku.
SamuienHas cetb 172.12.26.0/24. Jloctyn paspereH Toibko u3 192.168.1.0/24.
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NPUMEPHBIA NEPEYEHDb TEM KYPCOBBIX PABOT

1Teopernueckre OCHOBBI 3a/1a4M OTPAaHUYEHUS I0CTymNa K Enterprise mpuiIoxKeHHIo.

2 Abcrpakuuu Spring Security.

3Hactpoiika koHpurypauuu Spring Security Ha MpaKTHKe.

4Tlpumenenue Spring Security it OTpaHWYEHHUS AOCTYNAa K PA3IMYHBIM YacTsIM
TIPUIIOKECHHS.

CIIMCOK TEOPETUYECKHUX BOIIPOCOB HA O9K3AMEH

oo

10.

11.
12.
13.
14.
15.
16.
17.

18.

19.

20.

HopmaTuBHBIE JOKYMEHTHI IO METPOJIOTHH B 00JacTH MHPOPMAIIMOHHOHN 0€301MacHOCTH
MIPOTPAaMMHBIX CPE/ICTB.

HopmaTuBHBIE JOKYMEHTHI TIO CTaHAApPTU3alUM B O0JacTH WHPOPMAIMOHHON
0€30MacCHOCTH MTPOTrPAMMHBIX CPEJICTB.

HopmaruBHble [OKyMEHTHI 1O cepTUQUKAMU B oOsacTé  MHGOPMAIMOHHOMN
0€30MMacCHOCTH MTPOTrPAMMHBIX CPEJICTB.

HopmaTuBHBIE JOKYMEHTHI 10 METPOJIOTHH B 00JIACTH WH(POPMAIMOHHON 0€30MacHOCTH
anIapaTHbIX CPEJICTB.

HopmaTuBHBIE HOKYMEHTHI TIO CTaHAApPTH3alMHd B OOJAacTH WHPOPMAIUOHHOM
0€30MacHOCTH alMapaTHbIX CPEJICTB.

HopmaruBHble [OKyMEHTHI 1O cepTHQUKAMK B oOnacté  MHGOPMAIMOHHOMN
0€30MMacCHOCTH alMapaTHbIX CPEJICTB.

@enepanbHble OpraHbl WCHOJHHUTEIBHOW BJIAaCTH W WX TpeOOBaHUS B 00JacTH
nHpopManmoHHOE 0€30MaCHOCTH pacipeIeICHHBIX HH(OOPMAITMOHHBIX CUCTEM.
N3onupoBanusie APM u cucrtema 3aiursl.

OpraHu3allMOHHO pacloOpPAIUTEIbHbIE W HMHCTPYKTHBHBIE JIOKYMEHTBI B 00JacTu
obecrieueHnss MHGOPMAIIMOHHON 0E€30MaCHOCTH PACTIPEICICHHBIX WH(OOPMAIMOHHBIX
CHCTEM.

3amuieHHble KaHajibl nepenayd uHpopmanuu. JlabopaTopHble aclekThl peanu3aluu
nepeaayr MHGOpPMaLMK 3a Mpeaesibl KOHTPOJIUPYEMBIX 30H.

Pacnipenenennsie TepputopuanbHo APM u cuctema 3amuTsl HH(OOPMAITHH.
TpancrpannyHas nepeiauu JaHHBIX.

Mertoap! 3auThl THPOPMALMOHHBIX CUCTEM C JIOCTYIIOM K rio0ansHOM cetu Internet.
Cpencra 3amuThl MHGOPMALIMOHHBIX CUCTEM C JIOCTYIIOM K I100anbHOM cetu Internet.
MesxceTeBoe IKpaHUPOBaHHE

CucteMbl 00HapY)KEHUS U NIPEIOTBPAILEHUS BTOPKEHHI.

Cuctembl yriayOJIeHHOIO aHajlu3a IaKeTOB, LUPKYJIUPYIOIIMX B pacHpeAeieHHbIX
MH(GOPMAIMOHHBIX CHCTEMaX.

Crnenuanu3upoBaHHbIE MPOTOKOJBI Iepefadyu JaHHbIX, 3ammra Tpadduka B ceTsx ¢
UCIOJIb30BAHUEM CPEJICTB KPUIITOrpadhuuecKoil 3aluThl UH(GOPMALHH.

Vcnonp3oBaHue LUTIO30B JOCTyNa K JIEMHJIMTApU30BaHHBIM 30HaM B paclpelelIeHHbIX
MH(POPMAIMOHHBIX CHCTEMaX.

CoBpeMeHHbIE  TNPOU3BOAMUTENIM M CpeAcTBa  o0ecnedeHus  MHPOPMALMOHHON
0€30I1aCHOCTH B pacIpee/IeHHbIX HH(POPMAIIMOHHBIX CUCTEMAX.

CIUCOK MPAKTUYECKHUX 3AJJAHUA HA DK3AMEH

1.

Onummre cucreMy 3aliuThl nepuMerpa cetd npeanpustus. Cers coaepkut 5 APM u
cepBep. EcThb ynanenHsle noaxitoueHus uepes cetb uHTepHer. O6s3aTensHo onucats [P
ajzipeca KaKk BHEIIHHE, TaK U BHYTPEHHHUE.

Onumure cuctemMy 3aliuThl epuMerpa cetu npeanpusatus. Cers conepxutr 10 APM n
cepBep. O6s3arenbHO onucath [P agpeca kak BHELIHHE, TaK U BHYTPEHHHE.
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JIucr perucrpaunu udmenenuii k PI1/{

Howmep npoToko:a 3acenanust kKadenpsl,
JlaTa yTBEPKACHUS U3MEHEHUS

KonnuectBo
CTpaHHUI]
N3MCHCHUA

[Toanuck
pa3zpaboTuuka
PIL

26




	9.1 Образовательные технологии
	9.2 Занятия лекционного типа
	9.3 Занятия семинарского типа
	9.4 Самостоятельная работа обучающихся по дисциплине (модулю)
	9.5 Методические указания для обучающихся по освоению дисциплины
	11 Иные сведения

	Методические рекомендации по обучению лиц с ограниченными возможностями здоровья и инвалидов
	Лист регистрации изменений к РПД


